In the last decade, there has been a widespread use of autonomous robots in several application fields, such as border controls, precision agriculture, and military operations. Usually, in the latter, there is the need to encrypt the acquired data, or to mark as relevant some positions or areas. In this paper, we present a client-server roverbased system able to search encrypted targets within an unknown environment. The system uses a rover to explore an unknown environment through a Simultaneous Localization And Mapping (SLAM) algorithm and acquires the scene with a standard RGB camera. Then, by using visual cryptography, it is possible to encrypt the acquired RGB data and to send it to a server, which decrypts the data and checks if it contains a target object. The experiments performed on several objects show the effectiveness of the proposed system.
INTRODUCTION
In recent years, autonomous robots such as rovers, Autonomous Underwater Vehicles (AUVs), and Unmanned Aerial Vehicles (UAVs) are used in a wide range of application fields, including Search and Rescue (SAR) operations (Cacace et al., 2016; Kiyani and Khan, 2016) , environment monitoring (Avola et al., 2017b; Avola et al., 2017a) , and military operations (Kaur and Kumar, 2015) . In these missions, these robots can be used to substitute the human operators. For example, rovers can climb impervious grounds and grab potentially unreachable objects. Drones can provide strategical images from precise altitudes and angles of view. The underwater cave exploration case is even more explicative: usually there is no oxygen, light, and space for moving. These examples show the importance of using robots in specific conditions. Moreover, different sensors can be attached to these devices, thus allowing to collect sound, temperature, and other types of data. Due to this fact, sensible information can be obtained and it could be necessary to hide them for security or privacy reasons. For example, in military operations it is critical to protect data from enemies, civilians, or other potential intruders. Usually, in these operations, the most used type of data are images, which are dense source of information and difficult to crypt. The focus of this work is on this specific topic.
In this paper, a client-server rover-based system able to search an encrypted target in an unknown environment is presented. The system works in the following way. Firstly, by using visual cryptography technique two shares from a target image are generated and stored in the server. Then, the rover starts the environment exploration through a SLAM algorithm, and acquires the scene through an RGB camera. To hide the frames sent by the rover to the server, the frames are encrypted, again, by using visual cryptography. Then, on the server side, the shares received are used in conjunction with the shares extracted from the target image such that the decryption can be performed.
The paper is structured as follows. In Section 2, current state-of-the-art works regarding SLAM and visual cryptography are discussed. In Section 3, the system architecture and the proposed visual cryptography pipeline are shown. Section 4 presents the experiments performed and the results obtained. Finally, Section 5 concludes the paper. tion about the original image unless they are combined together. This means that if only one share is available, the source data is inaccessible. This cryptography approach has been introduced by Naor and Shamir (Naor and Shamir, 1995) . Their method has never been heavily modified and still no one has proposed a completely different visual cryptography approach, but only variants and improvements (Liu et al., 2014) . Some developments for grayscale (Lin and Tsai, 2003; Babu et al., 2013) and RGB images (Hou, 2003; Liu et al., 2008) have been proposed for providing an easier integration of visual cryptography in real applicative contexts. Moreover, also combinations of them have been considered for improving performances (Stinson, 1997; Shyu, 2006) in cyphering. Since in visual cryptography the image resulting from the algorithm is decrypted by the human eye, some techniques to enhance the quality of the decrypted image have been proposed. In particular, the most used technique is the dithering (Alex and Anbarasi, 2011; Pahuja and Kasana, 2017) , which allows to create halftone images. In addition, visual cryptography is also used as enhancement of traditional protection schemes Kadhim and Mohamed, 2016; Joseph and R, 2015) .
Concerning the environment exploration, the current state-of-the-art is based on the SLAM (Leonard and Durrant-Whyte, 1991; Sim and Roy, 2005; Trivun et al., 2015) approach. The aim of the SLAM is to maximize the area coverage during the environment exploration and, at the same time, to make the robot conscious of its absolute position within it. The SLAM approach can be used with several sensors, such as depth/time of flight cameras (Li et al., 2016; Walas et al., 2016) , thermal cameras (Chen et al., 2017) , or a fusion of them (Mur-Artal and Tards, 2017; Camurri et al., 2015) . In addition, it is used for different tasks, such as mosaicking generation (Bu et al., 2016) , pipe rehabilitation (Kim et al., 2015) , and environment mapping (Balclar et al., 2017) .
SYSTEM ARCHITECTURE AND PROPOSED PIPELINE
In this section, both the system architecture and the proposed method are described. In particular, the client-server approach is explained and the visual cryptography pipeline is described.
System Architecture
In Figure 1 , the architecture of the proposed system is shown. The system is composed by a client side, i.e., the rover, and the server side, i.e., a computer. The proposed system has been developed starting from the one presented in (Avola et al., 2016) by implementing new features. In the server side, the first step consists in storing the information regarding the target image. By using the visual cryptography, two shares, i.e., S 1 and S 2 , are extracted from the target image I. Using a public key cryptography approach we store only one share in the server, i.e., S 1 , considering it as a private key, while S 2 is discarded.
In the client side, the SLAM algorithm is executed, through which the rover explores the environment in search of the target image used for generating the original shares. During the exploration, the rover acquires the scene with a standard RGB camera. On the images acquired with the latter, the visual cryptography algorithm is applied to the frames in order to generate two shares, i.e., S 3 and S 4 . Of these two shares, only S 4 is sent to the server and it is used as a public key, so in conjunction with S 1 it is possible to decrypt the image.
The advantage of using shares instead of clear images is that if an intruder performs an attack, both physical (e.g., steals the rover) or digital (e.g., sniffing of the video stream) the attacker cannot retrieve to the original information (i.e., the target image). Moreover, with this approach it is possible to use objects of the environment as markers, thus allowing to distinguish, for example, an area or an object of interest. This is possible since the target image will be decrypted only with the correct shares, so if an image is correctly decrypted we known that we are facing the object of interest or we are in the correct position within the environment.
Proposed System Pipeline
In this section, the proposed method for generating shares and reconstructing the original information is explained. As in the pipeline described in (Hou, 2003) , the first step in creating the shares consists in applying the dithering algorithm to the target image I. The dither is a form of noise intentionally applied in order to reduce the quantization error. With the dithering step, the image is converted into an approximate binary image so that the encryption and decryption processes are easier. There are several dithering algorithms:
• Average dithering (Boiangiu et al., 2012 ) is one of the simplest techniques. It consists in calculating the middle tone of each area and assigning this value to that portion of image;
• Floyd-Steinberg (Knuth, 1987) is still the most used, it consists in diffusing the quantization error to the near pixels of each pixel of the image;
• Average ordered dithering (Bayer, 1973 ) is similar to average dithering but generates cross-hatch patterns;
Figure 2: Example of halftones obtained by applying dithering algorithm on the three image channels.
• Halftone dithering (Knuth, 1987) looks similar to newspaper halftone prints and produces clusters of pixel areas;
• Jarvis dithering (Jarvis et al., 1976 ) is similar to Floyd-Steinberg but distributes the quantization error farther than it, increasing computational cost and time.
Due to its easiness of implementation and its good quality results, the used dithering algorithm is the Floyd-Steinberg. As mentioned, the algorithm diffuses the quantization error of a pixel to the neighbour pixels, and it is done in the following way:
where the pixel p is the current pixel scanned during the execution of the algorithm. Since I is scanned from left to right and from top to bottom, the pixels are quantized only once. Considering that we are using color images, the dithering algorithm is applied on the three channels of the image, obtaining three halftone images. In Figure 2 , the result of this step is shown. The second step is the generation of the shares from the halftone image. As starting point, we show how shares are generated from a grayscale image since the same algorithm will be applied on the color image. The algorithm is the following:
1. Image I is tranformed into a black and white halftone image H.
2. For each pixel in the halftone image, a random combination is chosen among those depicted in Figure 3 .
3. Repeat step 2 until every pixel in H is decomposed.
The pseudocode is reported in Algorithm 1. For generating the shares from a color image, we have applied the third method proposed in (Hou, 2003) . This method has been chosen since despite a color image is used, it requires only two shares to reconstruct the original image, and it does not sacrifice too much image contrast for color visual cryptography. The method works in the following way. The image I is transformed in three halftone images, one for Cyan (C), one for Magenta (M) and one for Yellow (Y). Subsequently, for each halftone image the Algorithm 1 is used to generate six 2 × 2 sharing images, called C1, C2, M1, M2, Y1 and Y2. Each of these images have two white pixels and two color pixels. Then, C1, M1 and Y1 are combined to generate the colored Share 1, while C2, M2 and Y2 are combined to generate the colored Share 2. The color intensity of the share blocks is a value between 0 and 1, where 0 means the absence of that color and 1 means full intensity. So, for a pixel p i, j the color intensity for each channel is defined as (I C , I M , I Y ). For each block generated with this method, we have that the color intensity is ( 1, 1, 1) . The decryption step simply consists in overlapping the two shares, obtaining the decrypted image I dec . In Figure 4 a representation of the algorithm is depicted, while in Algorithm 2 the pseudocode of the method is shown.
Since the image acquired by rover could not be acquired at the same distance, position and angulation of the original target image I, and the pixels composing the two shares must be almost perfectly aligned in order to perform the decryption, a morphing procedure is applied on S 4 . This allows to optimize, in some cases, the alignment of the two shares. Since with the 
Combine C1 i, j , M1 i, j and Y 1 i, j for the the original image can be decrypted. 13: end procedure shares a feature-based (e.g., by using keypoints and homography) alignment cannot be performed due to their random pixel arrangement, we have defined 8 standard transformations to apply. In Figure 5 , these transformations are shown. After the generation of I dec , it must be checked that it is a valid decrypted image. In order to do so, Figure 6 : The testing environment. The red circle is the rover starting point, the dark blue circles are uncovered the target objects, while the dashed light green circles are the target underneath the desks.
we computed the difference between the standard deviation of I dec and its smoothed copy. The smoothing operation has been performed by using a median filter with kernel size of 3 × 3. If I dec is a valid decrypted image, we have that the standard deviation between it and its smoothed copy is low (e.g., less than 10), otherwise higher values are obtained.
The generation of the shares is performed once for I and once per second on the video acquired by the rover. The last assumption is due two main factors: a) the dithering operation cannot be performed in real time, and b) the used rover has not enough computational power to perform the dithering at higher rate.
EXPERIMENTS AND DISCUSSION
In this section, the performed experiments are discussed. In detail, we report the correctness in decrypting shares and the time needed to find the target objects within the testing environment. Since there is no dataset for visual cryptography, all the experiments have been performed with our acquisitions. Moreover, the experiments have been performed in controlled conditions, without changes of light (which can affect the share generation) and moving objects (which can affect the performances of SLAM algorithm). In Figure 6 , the environment used for the experiments is depicted, which has dimensions of about 2.5 × 6 meters. In the performed tests, the rover starts the recognition always from the same starting point.
To test the reliability of the system, we used both clear (i.e., just placed on the ground) and covered (i.e., underneath the desks) objects. A total of 20 objects have been used, of which 8 uncovered and 12 covered. In Table 1 , the objects used in the experiments are reported. To test exhaustively the system, objects with high variability of colours and sizes have been chosen. In Figure 7 , the rover used for the experiments is shown. The rover is composed by an Arduino UNO microcontroller, which handles both the servomotors and the ultrasonic sensor used by the SLAM algorithm, and by a Raspberry Pi 2 model B, which handles the camera and the video stream. Despite the used rover is able to perform all the tasks required (i.e., SLAM algorithm and sending the video stream to the server), its computational power affects the time needed to explore the environment. The first experiments have been done by testing the entire system on the rover. After capturing the frame, the Raspberry Pi 2 proceeds with the pipeline described in Section 3. Due to the low power of the embedded processor, it takes about 20 seconds for each frame for completing the entire pipeline. To overcome this problem, the client-server approach has been adopted for improving the performance. In fact, the embedded system has only to compute the share of the frame and to send it with POST request over Wi-Fi to a directlyconnected (ad-hoc network) machine, the server. The rest of computation is given to this latter. The total time has been reduced to around 5 seconds per frame. Concerning the accuracy of shares decryption, Table  2 shows the confusion matrix of the standard deviations obtained from the experiments. In our experiments, we have found that a correct decrypted image has a standard deviation value between 4 and 6, while a wrong decrypted image has a standard deviation value between 19 and 25. It is possible to observe that the decryption step works generally well, but due to their characteristics the decryption fails for the credit card (Figure 8(a) ), the sponge (Figure 8(b) ) and the cup (Figure 8(c) ). In detail, the decryption fails because even if we apply the transformation depicted in Figure 5 , it may be not sufficient to correctly align the shares. Regarding the execution time, the rover took about 30 to 45 minutes to explore the entire environment. This is due to the random approach of the used SLAM algorithm, and also due to the fact that for this kind rover the exploration under the desks may be tricky.
Since at the current state-of-the-art there are no works exploiting visual cryptography and SLAM algorithms to search targets in unknown environments, the only comparisons that can be made with those works are with the single functionalities of the proposed system. In Table 3 , these comparisons are shown.
Since the proposed system makes use of both visual cryptography and SLAM algorithms, it takes the benefits from both. Of course, there are some improvements that can be done. A first improvement could be the design of a more robust share alignment method instead of using fixed transformation. Another improvement could be the use of a more powerful (but more expensive) rover, in order to integrate sensors such as time of flight cameras allowing the use of a faster SLAM algorithm.
CONCLUSIONS
In recent years, autonomous robots are used in several fields due to their capacity to scour dangerous and difficult to reach areas of interest. Usually, these robots send the acquired data to a ground station in order to perform elaborations on it, and in some cases there is the need to hide the information sent. In this paper, a rover-based system able to search encrypted targets in an unknown environment is presented. The system exploits two well-known approaches for achieving the goal. The first approach is the SLAM, which is used to explore the unknown environment. The second approach is the visual cryptography, which is used to decrypt the target object and to send encrypted video frames. The experimental results shown that the proposed pipeline works quite well in a controlled exper- Table 3 : Functionality comparison between the proposed system and the state-of-the-art-works.
